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1
Decision/action requested

This contribution proposes s a pCR to add the correct threat references for gNB-DU to the TS. 
2
References

[1]
S3-222321 draft TS 33.742 v0.2.0
3
Rationale

This contribution proposes a pCR to add the correct threat references for gNB-DU to the TS. It also adds a note to each test case to link them to the gNB ones.
4
Detailed proposal

It is proposed that SA3 approved the below changes for inclusion in the TS [1].
**** START OF CHANGES ****
7.2.2.1
Security functional requirements on the gNB-DU deriving from 3GPP specifications – TS 33.501 [3]


7.2.2.1.1
Control plane data confidentiality protection over F1 interface
NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.16 of TS 33.511 [6] but modified as the gNB-DU only supports the F1 interface. 
Requirement Name: Control plane data confidentiality protection over F1 interface
Requirement Reference: TS 33.501 [3], clauses 5.3.9

Requirement Description: "F1-C interface shall support confidentiality, integrity and replay protection." as specified in TS 33.501 [3], clauses 5.3.9. 

Threat References: TR 33.926 [4], clause Z.2.2.1 – Control plane data confidentiality protection.

Test Case: the test case in subclause 4.2.3.2.4 of TS 33.117 [2]
7.2.2.1.2
Control plane data integrity protection over F1 interface
NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.17 of TS 33.511 [6] but modified as the gNB-DU only supports the F1 interface. 
Requirement Name: Control plane data integrity protection over F1 interface
Requirement Reference: TS 33.501 [3], clauses 5.3.9

Requirement Description: "F1-C interface shall support confidentiality, integrity and replay protection." as specified in TS 33.501 [3], clauses 5.3.9.  
Threat References: TR 33.926 [4], clause Z.2.2.2 – Control plane data integrity protection.

Test Case: the test case in subclause 4.2.3.2.4 of TS 33.117 [2].

Editor’s note: The user plane over network interface cases need to be added. 

**** END OF CHANGES ****
